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from the screen. These
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documentation.
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1. Business Scenario

Since SAP NetWeaver 7.0 SP14, Web Services Reliable Messaging (WS-RM) was introduced. WS-
RM provides reliable delivery of asynchronous messages using the SOAP protocol. WS-RM is
included as part of the ABAP stack.

In this how-to guide, we will take a look at the development of consumer and provider services using
WS-RM. In our business scenario, we will have a simple order creation process on SAP NW 7.1 SP7
system. To simplify the application for demo purposes, the service simply inserts the order information
into a database table. Then, we will have 2 consumer services on SAP NW 7.0 SP18 and SAP NW
7.11 SP3 systems. This is to show interoperability between the different releases.

SAP NW 7.11
SP3

Order Creatiorl SAP NW 7.1 SP7
Consumer Service

Order Creation
Provider Service

SAP NW 7.0
SP18

Order Creation
Consumer Service

In addition, we will take a look at the monitoring of the messages sent from the consumer to the
provider system.

[] Note

WS-RM protocol supports only asynchronous messaging. When interfaces are
configured as synchronous using WS-RM, it will still be treated as a standard SOAP
request.

2. Background Information

The standard SOAP protocol does not guarantee the delivery of messages. With the inclusion of the
WS-RM protocol, message delivery is guaranteed. When a sequence of messages is sent from the
consumer systems, these messages are tracked by the provider system. If any of the messages did
not arrive, then the provider will request the missing message be re-sent. Consequently, a WS-RM
runtime engine needs to be available at both the consumer and provider systems.

This guaranteed message delivery has been available with SAP NW PI/XI systems. Now the same
quality of service can be handled by WS-RM, without using SAP NW PI/XI.

3. Prerequisites

3.1 Check and Verify WS-RM Configurations

Before we can use WS-RM, we must verify that WS-RM has been configured on the consumer and
provider systems.

1. Intransaction SICF, activate the following nodes, if not already activated:
a. /sap/bc/srt (including sub nodes)
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b. /sap/bc/webdynpro/sap/appl_soap_management

B Tip

Check Note 1124553 for details (http://service.sap.com/sap/support/notes/1124553)

2. For each system, execute the report using SE38: SRT_ADMIN_CHECK
Example output of a not configured WS-RM system:

Check Administration Environment of SOAP Runtime

Checking cross-system settings

bgRFC destination is not operational

bgRFC supervisor destination is not registered
W2RM event handler iz not active

Task watcher is not active

Diata collector for monitoring is activated
Ending check of cross-system settings

Checking client-specific settings

Semnvice destination in client 000 is not configured

Senvice destination in client 001 has different Unicode seftings
Service destination in client 001 is not operational

Semnvice destination in client 066 is not configured

Senvice destination in client 105 does not have a valid service user
Semnvice destination in client 105 has different Unicode settings
Service destination in client 105 is not operational

Senvice destination in client 106 does not have a valid service user
Semnvice destination in client 106 has different Unicode settings
Service destination in client 106 is not operational

Senvice destination in client 107 does not have a valid service user
Semnvice destination in client 107 has different Unicode settings
Senvice destination in client 107 is not operational

Ending check of client-specific settings

Client-specific connection checks (destinations)

Senvice destination in client 000 Unregistered

Connection Testin Client 001 successful

Sernvice destination in client 066 Unregistered

Errar in service destination in client: 105 Mame or password is incorrect (repeat logaon)
Errorin semrvice destination in client: 106 Mame or password is incorrect (repeat logon)
Errorin service destination in client: 107 Mame or passwaord is incorrect (repeat logon)
End of client-specific connection tests (destinations)

Example output of a configured WS-RM system:
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Check Administration Environment of SOAP Runtime

=N ENERR TR s TR N

Checking cross-system settings

bgRFC destination is operational

bogRFC supenisor destination is registered
W3RM event handler is active

Task watcher is active

Data collector for monitoring is activated
Ending check of cross-system settings

Checking client-specific settings
Semnvice destination in client 066 is not configured
Ending check of client-specific settings

Client-specific connection checks (destinations)
Connection Test in Client 000 successful
Connection Test in Client 001 successful
Senvice destination in client 066 Unregistered
Connection Test in Client 100 successful
Connection Testin Client 105 successful
Connection Test in Client 106 successful
Connection Test in Client 107 successful

End of client-specific connection tests (destinations)

If the report output does not reflect similarity to a properly configured WS-RM, then follow the
steps in Section 3.2, or else, skip the next section, Section 4.

3.2 Configure WS-RM for Consumer and Provider
System.

ﬂ Important

Follow the steps in this section only if WS-RM has not been configured based on the
instructions above.

ﬂ Note

SAP Library on “Configuring the Web Service Runtime” can be found on:
http://help.sap.com/saphelp nwpi71/helpdata/en/46/abbc05ba0c2a7fe10000000a1553f6/
frameset.htm

1. On all the clients, check if CUA is active by using transaction SCUA. If not active, the following
screen should be displayed.
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Maintain system landscape

ool

Central User Administration Distribution Model

Model view [+

o If not active, use function module (SE37) SRT_TECHNICAL_SETUP

ﬂ Note

SAP Note 1110741 Web service configuration can only be executed using SE37

o If active, use report (SE38) SRT_ADMIN
ﬂ Note

SAP Note 1043195 Configuration of the Web service runtime

2. On all the clients, make sure the userid used to perform the configurations has SAP_ALL
previleges, or DDIC.

3. On Client 000:
a. Execute report (SE38) SRT_ADMIN
b. Select option “Perform Technical Setup”

ey s ey X N Y N T S

Technical Configuration of SOAP Runtime

I Register ABAP Connection
Name of ABAP Connection

{ Web Service-Specsic bgRF C Seffings
[T Register Name of Inbound Destination
Name of inbound Destinaton

 Runtimo Trace
) Configuee Trace
User Name
Trace Level 1
Validity [sec) 380

| Canfigure Logging .~
[CI Configure Logging
Ugér Nomo
Log Level 1
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,IAnd, execute. The following completion window will be displayed.

Technical Configuration of SOAP Runtime

Technical Configuration of S04F Runtime

Configuration successTul

c. Re-execute report SRT_ADMIN, you should see ABAP Connections and Web Service-
Specific bgRFC Setting are populated:

Technical Configuration of SOAP Runtime

Technical Configuration of Web Service Runtime
[1Performn Technical Setup
ABAP Connections
[ Register ABAP Connection
MName of ABAP Connection WS_SERVICE_1DDEA9932B23 SRV

Web Senice-Specific bgRFC Settings
[] Register Mame of Inbound Destination
Mame of Inbound Destination WS_SERVICE_1DDEA99247C4_IN

Runtime Trace
[ Configure Trace

User Name LIWI
Trace Level 1]
Validity [sec] 300 |

Configure Logging
[ Configure Logaing

User Mame LIWI

Log Level 1]

B Tip

During the configuration process, we can use report SRT_ADMIN_CHECK to verify
pending and completed tasks.

4. On Client 000: Configure bgRFC
a. Execute transaction: SBGRFCCONF
b. Click on “Create” in the tab “Scheduler App Server”:
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C.

Provide a server name:

A [§—f

I_II7 Create Scheduler Settings: Server

Server Name

|usphirig16_P11_00

Outbound
Scheduler Count

Open Connections

Gateway Resource %

Scheduler Idle Time

Entry Expiration

Dest. per Scheduler

Inbound
Scheduler Count

Open Connections

Gateway Resource %

Scheduler Idle Time

Entry Expiration

Dest. per Scheduler

]

d. The will result:

[=Dpialeg
Current |9—|

January 2010



How To... Develop, Monitor and Debug WS Consumer and Provider

bgRFC Configuration

Scheduler: App. Server

2|0 _‘ Default Entry
Application Server Settings
DefaultFotry [2]

usphirig16_PI1_00 [~1| | routbound Dialog WP e ]
Scheduler Count 1-
Open Connections 500
Gateway Resource % 50
Scheduler Idle Time 300
Entry Expiration 16
Dest. per Scheduler 16
Inbound
Scheduler Count 1-
Open Connections 500
Gateway Resource % 50
Scheduler Idle Time 300
Entry Expiration 16
Dest. per Scheduler 16

No other entries will be necessary.

e. Check the queue prefixes have been registered. If the setup was successful, no entries

are necessary on this tab.

]
Destination WS_SERVICE_1DDEAS9247C4_IN
WS_SERVICE_1DDEA29247C4_IN [~]| iLogoniserver group: |
[~]
Prefixes
PERSC_ [=]
PERSP_ (-]
SRTOC_
SRTOP_
SRTOS_
(<]
[~]
(][] T ([
[«]
[~]
A (0] | NewQueuePreix [ | [0
Last Changed
User Mame poIc
ClientID L
Time 16:31:53
Current Date 18.09 . 2000

Define Inbound Dest.
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f. Define RFC Destination by clicking on “Create” in the tab “Define Supervisor Destination”
and enter the necessary information;

Define Supervisor Dest

Defined Supenvisor Destination
Destination ‘ —=

[ Last Changed

| UserName

| ClientiD
Changed On |
Changed At 60:60:00

IlI?’Create RFC Destination for Supervisor

Destination

Destination Name |EIGRFC_SUF'ER‘-IISOR
User
Create User
User Name |S_PI1_000

I T T T T T T A

Generate Password [ |

Provide anything for password. After “Save”, the userid S_PI1_000 should be
created also.

You may want to verify that the userid is a “Service User” and has the role:
SAP_BC_BGRFC_SUPERVISOR (add if not present)

The RFC Destination (type 3) should also have been created:
BGRFC_SUPERVISOR

The RFC destination should be using the logon user: S_PI1_000
.

P Dahine Sxpendsar Dast

| DeAned Superssac Destnaten
Cestration HOURFC SOERMOOR
| Gost Chaee ™~
| User Nama 0e1C
Clisrt £ 668
Changed On 1589 2908
Changea At 170eg2

iv. Save the entries:
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g.

=
Configuration Edit Goto Systern Help

& 3| B @ S EE
bgRFC Configuration

210l

Mew Supervisor Destination

Destination | | @

Defined Supenvisor Destination

Destination 'BGRFC_SUPERVISOR |
Last Changed

User Mame |W|

Client 1D e

Changed On Im

Changed At 17:04:02

Verify the configuration by executing the report SRT_ADMIN_CHECK. If the error, “No
RFC authorization for function module RFCPING®, is present, then follow the steps
below, using the transaction PFCG and add the role
SAP_BC_WEBSERVICE_SERVICE_USER with authority for RFC function group SYST.

i. Go tothe “Change” mode in PFCG, tab “Authorization” and click on “Change
Authorization Data”:
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Change Roles
Y Other role I J
.1‘

Role ./
Role! |SAP_BC_WEBSERVICE_SERVICE_USER
Description |F'attern Role for Web Senvice Runtime Background User

O User | MiniApps | ¢ Personalizatior

Authorizations

Created by 2 Last Changed On/By
User SAP User lﬁ
Date Im Date lm
Time 13:03:34 Time [17:14:57 |

Information About Authorization Profile

Profile Name | T_BI560020

Profile Text |F'roﬁ| zur Rolle SAP_BC_WEBSERVICE_SERVICE_USER
Status Authorization profile is generated

Maimtain Authorization Data and Generate Profiles

I
Expert Mode for Profile Generation

Change Authorization Data

ii. Expand the folder per the screenshot below and click on “change” for “Name of
RFC to be protected”:

Change role: Authorizations

||E. Selection criteria |||E. Manually || Open |

open

Maint.: @ Unmaint. org. levels 2]

SAP_BC_WEBSERVICE_SERVICE_USER ¢oi@ Pattern Role Tor Web
—3= oOF Hanually Cross-application Authorization 0O
OO [=h &2 Manually  Authorization Check for

= ooF E Manually  Authorization Check for

* Activity E
£ Name of RFC to be protected &
F

= Type of RFC object to be prote

—@E 0@ [& 2 Manually  Check at Start of Exterr

Basis: Administration
Basis - Development Environment

—E Oog Manually
— @ OO@ Manually

iii. Enter “SYST” and “Save”:
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III:’FieId values A

Ohject S_RFC Authaorization Check for RFC Access
Field Marme |RFC_NAME | Mame of RFC to be protected

Full autharization

‘From’ To
SENT
SRT_SEQUEMNCE_RECRG
SRT_SEQ_SCD_QRFC_MEW
SET SEQ SCD QRFC QLD

[«]0] e 1E

SYST o7
TSR _ AL
TASK_LLUW
[l ]l ]

ElslENENEY

iv. Generate the change:

Change role: Authorizations

E“E. Selection criteria |||§. Manually || Open |E

Maint.: @ Unmaint. org. levels B open T

SAP_BC_WEBSERVICE_SERVICE_USER @ Pattern Role for Web Se
—3= oO@ Manually  Cross-application Authorization 0bje
—3 ool [= &2 Manually  Authorization Check for RI

LE OO E. Manually  Authorization Check for |

—® 7 Activity Exi

——# 2 Name of RFC to be protected SEI
——# . Type of RFC object to be prote Fur

—E ool [= &2 Manually  Check at Start of Externa
v. Execute report SRT_ADMIN_CHECK to verify that there are no more errors.

h. Configure WSRM runtime event handler by running report RSEHCONFIG:
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Configure Runtime Behavior of WSRM Event Handler

Retries 1.000
Maximum Permitted Processes 3
Wait Time (Seconds) 3
Loops 208
Reorg. Open Seq. by Days

Last Changed By LIWI

Changed On 02.12.2009
Changed At 17:41:31

i. Start background job BC_SAP_SOAP_RUNTIME_MANAGEMENT.

If not scheduled in transaction SM37, call transaction SM36, and choose Standard Jobs -
Standard Scheduling. You must schedule the job hourly.

5. On all of the other clients, execute report SRT_ADMIN. Execute transaction PFCG to enhance
role SAP_BC_WEBSERVICE_SERVICE_USER with authority for RFC function group SYST
using the instructions outlined previously.

6. Execute report SRT_ADMIN_CHECK to verify the configurations:
Check Administration Environment of SOAP Runtime

Checking cross-system settings

bhgRFC destination is operational

bgRFC supenisor destination is registered
WSRM event handler is active

Task watcher is active

Data collector for monitoring is activated
Ending check of cross-systemn settings

Checking client-specific settings
Service destination in client 066 is not configured
Ending check of client-specific settings

Client-specific connection checks (destinations)
Connection Testin Client 000 successful
Connection Testin Client 001 successful

Service destination in client 066 Unregistered
Connection Testin Client 100 successful
Connection Testin Client 105 successful
Connection Testin Client 106 successful
Connection Testin Client 107 successful

End of client-specific connection tests (destinations)

January 2010
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4. Step-by-Step Procedure

In this section, we will implement WS-RM provider and consumer applications on SAP NW.

The provider application is an ABAP proxy. The ABAP proxy is generated from an inbound service
interface defined in the ESR. Once the proxy has been generated, SOAMANAGER will be used to
create the WS-RM service.

On the consumer system, the URL from the provider web service is used to create the consumer
proxy. Then, SOAMANAGER is used to create the consumer service. A program can use the
consumer service to send a message to the provider service.

In summary, the steps are:
On Provider System:

1. Create service interface in ESR.
2. Generate ABAP proxy from the service interface.

3. Provide code to the ABAP proxy. In this case, we will create a simple program to insert data
into a table.

4. Use SOAMANAGER to create a web service from the ABAP proxy.
5. Test the web service using WSNavigator.

On Consumer System:

1. Create consumer proxy using the URL of the provider web service.
2. Use SOAMANAGER to create the consumer service from the proxy.
3. Create a program to call the consumer service.

4.1 Create the Provider Application

1. Create service interface in the ESR of the provider system.
Create and activate the following service interface:

January 2010
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&) order_Async_IN: Edit Service Interface

Service Interface  Mavigation

Edit Wiew Tools P H S0 HO S | &5 5308

=10 x|

@ Edit Service Interface

Status Display Language |English (0L Bl

Mame |0rder_Async_IN

Mamespace |htlp:mest.comrwsiabap

Software Component Version |ID144DT 1.0 of i014407

Description |
Definition

Attributes

Categary |Inb0und B|

Intetface Pattern |State|ess Q|

Operations

[a]+] | @1 Operation create

Operation Description |

create
Attributes
Operation Pattern |N0rma| Operation EI|
Mode |Asynchronous E|
Messages

B]E|[~]~][%]m]®] = contex ovjects|

Rale |Type |Name |Namespace
| |Request * Message Type order_MT [P+ http:fitest combnsrat[ i
:lFauIt Fault Message Type @Iv

I | 1|3 2

This interface is based on the message type:

&" order_MT: Display Message Type - |EI |i|
Message T Navigati Edi ¥iev Tool ‘7 ([ 80 HO S5 |« = 3083 &

@Displayhl‘lessage Type Status Display Language |Enalish (0L E

Mame |Urder_ru1T

Mamespace |http:ﬂtest.u:nm!ws!abap

Cescription

Mame *

|
|
Software Component Version 1014407 1.0 af i1 4407 |
|

Mamespace ©

Data Type Used |Urder_DT

||htlp:.l’rtest.cnm!\rvsiabap | @ D|‘

HML Mamespace |htlp:ﬂtest.cnm!\rvsiabap |

|GE| Settings...

|Name

Category | Type |Occurren...|Default |Detai|s |Descr...

:l * order_MT
:l arder_na
:l customer_no

| customer_name

Element arder DT

Element ¥sd:string 1
Element adstring 1
Element ¥sd:string 1

F .

2. Generate ABAP proxy from the service interface.

In transaction SPROXY, create the proxy from the service interface:

January 2010
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Object Navigator

| S

[BMIME Repository
&% Repository Browser
%Repositor}f Information System

[2]Tag Browser

aTransport Organizer

@@ Test Repositary

BSEnterprise Senvices Browser

9| (B8] [ B [=]

Enterprise Services Repository (http:ﬂn5pah22?.pa|.sap.___|
=~ hitp:iftest.comiwsiabap
< [ Async
[» &y Datatypes
[: =] Messagetypes
= (W Senice Interfaces

]

[» dfy Datatypes

I @ Senice Interfaces

[> [ Orphaned Objects
[ urn:xiworkshop:group:ilegacy

[ urn:xiworkshop:group:Ciwebapp %

Save and activate after creation.

Provide code to the ABAP proxy. In this case, we will create a simple program to insert data

into a table.

a. Open the proxy and double-click on the Provider Class:

T Sarvcs ntitacs orger_Azymc_¥ Ackes
5 eRapIItory Erowser e P .
0% K017 bedoemaEton System i
30 Evowser [MCK’I
T Tipe | Sandce mierface Ti-Sumw | notreleased o
Tast Repostiary Name |order_Azync_IN
riwprine Sarecen Browner rameEp e nttp //test cow/ws/abep
R ETIO A Descipton
8] () ) =) [ osenes — =
Serates R oy gt | ||}
/ 10sfdeme =11
I DEMD_BASIS, 10 tf éwing com Gf | == .
S Hoame {26 11 0BOER ASNC N =
[' DEHD_SWC, 10 stdems com oy R Prets 20
[ ES0ALM_DEM_ESR 70 of dems com Cestrtin Proay trnftace {paneraled)
! ENADIPTER 10t awigiy (!
~ 1018807 19 014407 ——
imt e e T
I D anagt cormivas Pronos Cisse | 2u L1 0RER ASC LN ]
:'. iy %) comiccapm Descrbon Prony Class (generied)
o : ‘Zacssr Asanc I
e ViebSerace DeAreban
M Mest camtestmaspieg 1
AR CH MR | Package i i
Y g Language 6 Erghan ——8
b 1 Messaganpes Craatd by AL 1on. 318.09: 2900 [18199 4%
B Saroce nieitaces Cnanged by N H on 1809 2000 [19:99.04
& cecer_same i
b Came
I [ cphaned Otyects

b. Select the tab “Method” and double-click on the method name:
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Class Builder: Display Class ZWS_CL_ORDER_ASYNC_IN

EEI Prld@ @l ms {@@@]-]Le_q Local DetnmonsAmpiementatcns | | [ Source Coce Base,

_us.c:,_oanen_kswc_xu

Class m-_-ﬂa-:g

['a Parameters| 08 Exceptions | 7l @Q‘;ﬂ_;_l I I

i.wd ]vm U loomndnn

IWS_11_ORDER_ASYNC_IN~CREATE | TnstancPunit

= (@ Senice irhertaces

el Asyne
b ] 8me

QD |

1]
=

b ] Ophaned Objects

c. Insert code into the proxy:

Class Builder: Class ZWS_CL_ORDER_ASYNC_IN Change

| 72 23 |l o I S A =

[BYMIME Repository

| Pattern || Pretty Printer | | | Signature | | E Publi

Method | ZW5_IT_ORDER_ASYNC_IN~CREATE

£ Repository Browser

Ll ole] (210 [mlce] [lc]

@;Repository Information System

nethod ZWS_II_ORDER_ASYMC_IN~CREATE.

[E]Tag Browser

4% ++4s TNSERT TMPIEMENTATION HERE #%+% ¢4+

L Transport Organizer

Data my_test_order type ztest_order.
data: cnt type 1.

@@ Test Repository

select count{ * ) from zZtest_order into cnt.

B9Enterprise Senices Browser

my_test_order-SEQ_NO = cnt + 1.
my_test_order-0RDER_NO = INPUT-ORDER_MT-ORDER_NO.

9] (8] (] [T (=]

my_test_order-CUST_NO = INPUT-ORDER_MT-CUSTOMER_NO.

insert ztest_order from My_test_order.

Enterprise Services Repository (hitp:ffusphlirig?

my_test_order-CUST_NAME = INPUT-ORDER_MT-CUSTOMER_NAME.

endmethod.

= http:itest comiws/abap

< [] Async

[ gy Datatypes
[: =] Messagetypes
= (@ senice Interfaces

1% order_Async_IN
I 1 sync

[ I .

d. Save and activate the proxy.

4. Use SOAMANAGER to create a web service from the ABAP proxy.

a. On the application client of the provider system, enter transaction SOAMANAGER. This
will start a webdynpro application on the browser.

b. Inthe browser SOA Management application, select the tab “Business Administration”
and click on “Web Service Administration”:

¢ 4% e S0AManagement | |

SOA Management 1

Technkal conmmr{ Ay
i €5 Of Proxies
Mass Coaliguration

Configure multiple objects (SErvices. consumer groups. and proxes)
Publication Resticlions
Services Pubication Resinchons

Arcount Managemsnt
Manage accounts and their assignment to prowider systems and inferfaces

Activation Requests Management
Manage all requests for the aclivation/deactivation of profiles, destnations, and configuration requests

Logs and Traces | Monitorng
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c. Enter the following search criteria:
Search by: Service
Search Pattern: Zorder_Async_IN (this value can be obtained from SPROXY)
Field: Internal Name
The will result in the proxy being displayed:

Web Service Administration
Search Design Time object for Web Service Configuration
Searth | Browse
1 2 3 &
Search by |Servee » Ssarch Pasern (Zorder_Async (N Figlg nilemal Name = in System F11/100 GO | 5he
Search Results

Extemai Name. Hamespace = Type
& ZORDER_ASYNC _IN arger_Async_ ™ MR Atest comiws/abap Servic
- |

d. Select the proxy name and click on “Apply Selection”:

Search Browse

Search by: |Service  |+| search Pattern: |Zorder_Async_IN |Field: |Internal Name [~|in

Search Results
Internal Name External Name Namespace
(I ZORDER_ASYNC_IN order_Async_IN hitp:/ftest.comiws/abap

2

e. On the bottom screen, select the tab “Configurations”, and click on “Create Service”:
Search Browse

Search by: [Service  |+| search Pattern: [Zorder_Async_IN | Field: [Inter

Search Results
Internal Mame External Name Namespace
B ZORDER_ASYNC_IN order_Async_IN http:/itest.col

Apply Selection

Details of Service Definition: ZORDER_ASYNC_IN

Back to seargh

2 Overvie Configurations | | Classifications | Details

|| Create Service || Create Endpoint |[ Delete Service || Delete Endpoint || Edit || Display |
Service State

f. Enter service name and binding name:
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SOA Management [=]

Service Information

New Service Name: *
Description: *

Binding Information

WSORDER_SERVICE |
Order Web Service

New Binding Name: *

wsorder_bind

g. Scroll down to the lower screen and select “User ID/Password”, and “Save”:

Vieb Service Configuration of Service Definition: ZORDER_ASYNG_IN

< 103

VoD Service WSORDER SERVICE' Endpoint ‘Wsorger bing

./ Prowider Sacrfly | Aocitonal Informatian | Trarsport Setfings | Opesation specic

Transport Guarantes

Comeunication Security
* None
HTTPS (Transport Channel Securty)

Asymmeltr Message Signature / Encrypton
Symmetnc Message Signature | Encryphion

i

Authentication Setings
Autnentication Methoa

Transport Channel Authentication

Er=rak

Properties for Transpon Guaranies Typs
Secure Cro aora  Kere K Bscherhen
Transport Protocol HTTP Protocol
Signature Expected Ho Bignature Expected
Encryplion Expated No Encrypiion Expacted
Add Signature Na Mot Add Signaure
Encryplon Do Not Encrypt Message
Colected Authentication Met!
Authersication Method
| sapsp HTTPBasK.

" Singie Sign On using SAP Ass. Tkket

Message Authentication
T user IDPassword

Single Sign On using SAML

h. The new service will now be visible:
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Search | Brosse
Search by |Senvice = Search Pattern |Zocosr_Asyre N Fiekt [Internal Name [o] g System PIVI0O  [Gol ko
Search Results
ntermna Name External Hame ramespace Type
B ZOROER_ASYNC_IN order_Async_IN nitp ifest comws/abap Servece
Apply Seiection |

Detalls of Service Definition: ZORDER_ASYNC_IN

Back 10 search
Overview . Canfigiemions  Classificalions | Details

| Create Service || Create Endpomt || Delete Service || Delete Enopoint || Eat || Dispiay
2 State Endogints Creation 1
I WSORDER Active wsarger_bing J Manuady (
The web service for the provider proxy is now ready for use.

i. To obtain the URL for the web service, select the tab “Overview” and click on “Open
WSDL document...”:

Search I Browse

Search by: [Service |+ Search Pattern: [Zorder_Async_IN | Field: [Internal Name [+]in Syste

Search Results
Internal Name External Name Namespace
| (@ ZORDER_ASYNC_IN order_Async_IN http:/itest.com/ws/abap

Apply Selection

Details of Service Definition: ZORDER_ASYNC_IN

Back fo search 1
Configurations | Classifications | Details

Object Status:
Porttype Namespace:
Porttype Name:
Internal Name:
SOAP Applikation:
Package Name:

Open WSDL document for selected binding
Open Web Service navigator for selected@ndﬁg

Services: 1/ Endpoints: 1
http:/ftest com/ws/abap
order_Async_IN
ZORDER_ASYNC_IN
URN:SAP-COM:SOAP:APF
STMP

|WSORDER_SERVICE::WS

In our case, the following URL will be displayed on the browser:
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s g http:/ /usphirig16.phl.sap.corp:30000/sap/bc/srt/wsdl/bndg_0019BBC895D21DDEAQ9L.

[ /] - |Ig http://usphlrig16.phl.sap.corp: 50000/sap/bc/srt/wsdl/bndg_0019BBC395D21DDEAS '|| 5 R

J File Edit View Favorites Tools Help

{3 Ef';l\i’ g,http:ﬁusphlrig16.ph|.sap.corp:SDDDD,-’sap...| |

<?xml version="1.0" encoding="utf-8" ?>
- <wsdl:definitions targetNamespace="http:/ /test.com/ws/abap"
xmlns:wsdl="http:/ /schemas.xmlsoap.org/wsdl/"
xmins:xsd="http:/ /www.w3.org/2001/XMLSchema"
xmlns:soap="http:/ /schemas.xmlsoap.org/wsdl/soap/"
xmlns:http="http:/ /schemas.xmlsoap.org/wsdl/http/"
xmlns:mime="http:/ /schemas.xmlsoap.org/wsdl/mime/"

vimlne-tne="httn- / fftact ram e Iashan!

B Tip

You can copy-n-paste this URL to a notepad. This URL will be used to create the
consumer proxy. We will also use this URL to test the web service in the following step.

5. Test the web service using WSNavigator.

To test the web service, we can use any WS-RM enabled client tool. WSNavigator on a NW
7.11 system or above can be used.

ﬂ Note

WSNavigator on NW 7.10 or below cannot execute services using WS-RM. This
capability is only available since PI 7.11.

a. OnaNW 7.11 system, execute WSNavigator.
b. Enter the URL obtained from the previous step and click “Next”:

w SAP NetWeaver”™

-~ Service test Test scenario

»— 1 2 i —
Service Jperation pUL Farameiers Result

[4)

[4 Previous |[ Next || [Invocation Parameters | [Invoke| [Add fo Test Scenario

Service Information

Search Service Interfaces
Search Type: @ WSDL O Provider System (O Logical Desfination O Service Registry
WSDL URL: | http://usphirig16.phl.sap.corp:5|

B Tip

Logon will be requested and you will need to enter a valid user with authorization to
execute the web service on the provider system.

c. Click “Next”:
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w SAP NetWeaver”

~ Service test Test scenario

w—]1 2 3

4
Service Operation Input Parameters Result

[« Previous |[Next »] | [Invocation Parameters | [Invoke| [A

Service Information

Operations

Operation Name
i

|_| create

d. Enter any test values and click “Next”:

w SAP NetWeaver”

~ Service test Test scenario

B»—1 2 3

4—4
Service Operation Input Parameters Result

[« Previous | Next » || [Invocation Parameters | |[Invoke |[ Cancel !

Service Information

Parameters
| Reset || Import [ 4]

— ‘3 order_MT:
0 order_no: [test |

0 customer |no: [test |

U customer |name: [test |

e. The status will show “Delivering”.
—m';;’- 'v-v‘umr

I \ : 3

12 Ereveogy

Once complete, it will show “Delivered”:

Bervice infocmation
Input Parameters WSRM Service Detals
oo MY Uennage - 7 NDCNR00 1IN
. Secpence 111 DEBERArIOr 0T
S
e

cusomer_nave el

f.

s Lj Detvrnd Detwent ]
o vy —————— 4
Rty indarnd 20 000

SeOuetce Arneer 1

We can verify the success by checking the table content:
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Data Browser: Table ZTEST_ORDER
{1 |7 = S E N = e | 2

SECQ_MO|ORDER_  |CUST_NO|CUST_MAM
1 AAA ALA ASA
2 test test test

We can also verify the message delivery using SXMB_MONI on the provider system:
Monltor for Processed XML Messages

oo G148 (D emn |

4.2 Create the Consumer Application

1. Create consumer proxy using the URL of the provider web service.
l] Note
We will need the URL saved in a previous step, in section 4.1.4.i.
a. Logon to the consumer system, execute transaction SE80.
l] Important
The consumer system must also have WS-RM configured. If not, then see section 4.1.

b. Select “Local Objects” and navigate to “Service Consumer”. Right-click and select
“Create”™
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ABAP Editor: Change ReportZWS_C

&) =] LB =

[E¥MIME Repository

SLRepository Browser

dfeRepository Information System

[E]Tag Browser
CkTransport Organizer

EHTest Repository
2SEnterprise Services Browser

Local Objects |

LIWYI |HM

E EE = ERE ER

Object Name [Deseri_

= ] §TMP LIWI

[ [ Dictionary Objects
[ [ Class Library

I» 1 Programs

[ [ Function Groups
= | Enterprise Senices

I [ Service Provider

I+ [ Data Types

c. Select “URL/HTTP Destination” and click “Continue”:

d. Paste the URL obtain from the provider web service, and click “Continue”:
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~ Back Continue R Cancel

e. Enter a prefix for the proxy object and click “Continue”:
Enfer FackageReques!

f. Click “Finish™
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ﬂ Important

You will be prompted for logon user to access the provider systems. This is necessary
for the wizard to retrieve the metadata information of the web service.

g. The consumer proxy will be created:

Change Service Consumer order_Async_IN

) v i e Y 3[4

Jl+2v]

Service Consumer (edemal deanticn)  [order AsyocIN s

Save and activate the newly created consumer proxy.

2. Use SOAMANAGER to create the consumer service from the proxy.
a. Execute transaction SOAMANAGER on the consumer system.
b. Go to the tab “Application and Scenario Communication” and click on “Single Service
Administration”:
ﬂ Note

The tab and function name might be different depending on the release level. However,
the names should be similar, and position of the tab and location of the function should
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be the same. For example for PI 7.1, the tab is “Business Administration” and the
function name is “Web Service Administration”.

SOA Management

Technical Conﬂguralio+ Application and Scenario Communication | |Logs and Trace

Single Service Administration
Previdesfonetions-foradminiziration and configuration of single web services and web se

Business Scenario Communication
Configure the communication of a whole business scenario.

Publication Rules
Create publication rules that define the set of services and consumer groups that has to

User Account Management
Manage user accounts and their assignment to provider systems and interfaces.

Activation Requests Management
Manage all requests for the activation/deactivation of profiles, destinations, and configurz

c. Inthe Web Service Administration screen, select:
= Search by: Consumer Proxy

= Search Pattern: order_Async_IN (this value can be obtained from the previous
step when the consumer proxy is created)

"  Field: External Name
Click “Go” to search.
The following screen should result:

Web Service Administration

Search Design Time object for Web Service Configuration
Search  Browse

Searcth ierv;:es Consumer Proxies and Service Groups 2

' = : ‘ 1
Search b Consumer Praxy Search pmef@ Field @Bi Name ¥ in System X003 | Go :J

Search Results
N Mamesoace idemaitiame  Type
« (@) order_Async_WN nttp (est comws/abap 2WwS_CO_ORDER_ASYNC_IN  Eons
result

LApply Selection

d. Create a port for the consumer service:
i. Select the consumer proxy
ii. Click on “Apply Selection”
iii. From the new screen on the bottom, go to the tab “Configuration”
iv. Click on “Create Logical Port”
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Web Service Administration
Search Design Time object for Web Service Configuration
Search Services, Consumer Proves and Service Groups
Search by, [Consumer Proxy [v! Search Pattem. order_Async_IN Field. [Extemal Name || in System: XLIN02 [Go s
Search Results
1|._Ennmawam= Namespace mmamm‘___]Twe
| « (&) order_Async_IN hitp /Mest comiws/abap 2WS_CO_ORDER_ASYNC_IN |Consi

Apply Selection |

Detalis of Proxy Definition: ZWS_CO_ORDER_ASYNC_IN

33K 10 search
Overvied . Config
I{ Create Logical Port [! Delete Logical Port | | Eait || Dispiay |
Logical Porl 4 State Default Port Creaty

e. Enter all the fields to create the logical port and click on “Apply Settings”:
The “URL for WSDL Access” is the provider’s web service URL from step 4.1.4.i.
ﬂ Important

Depending on the NW release level, you may be asked to enter the binding name also.
If this is requested, enter any binding name, e.g. “create_order_binding”.

SOA Marugenvant m

@ General Configuration Settings

Logicai Port Name * CREATE_ORDER Logical Portis Default [
Description. * (Creste order consumer servce '
Configuration Type  (+ WSDL Based Configuration

Manuat Configuration

Process Integration Runtime

WSDL Access Settings
WSOL Basa '« ViaHTTP Access
Via File
WSDL Location
URL for WSDL Access * }1DDEAS9133A013F312AA/WsdI1 1/aBnonews_policy/doc ument?sap-clients100]
WSOL Access User i

WSDL Assess User Password | eeeesse
{ ShowHide Proxy Settings |

CamE ce |

f. On the newly created bottom portion of the screen, enter the authorized user to execute
the provider service, and save the configuration:
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Web Service Configuration of Proxy Definition: ZWS CO ORDER _ASYNC IN

Back to Design Time Details

| Display || Save || Cancel |

Configuration 12 Logical Port 'FOO"

Consumer Security | Additional Information | Messaging | Transport Settings | O

Configuration of Consumer Settings additional to WSDL Document Information

User ID/Password

User Name: | |liwi |

Password: ;""""| E 1

Properties from WSDL Document

Authentication

Authentication Method: sapsp:HT TPBasic

Transport Security

Secure Communications: SSL
Signature Expected: false
Encryption Expected: false
Add Signature: false
Encryption: false

g. You should now see the new port in the display:

Web Service Administration

Search Design Time object for Web Service Configuration

Search | Browse

Search Services, Consumer Proxies and Service Groups:

Search by: | Consumer Proxy|~| Search Pattern: |order_Async_IN | Field: [External Name |~ |

in System: | XLI/002 Show Advanced Search

Search Results
External Name Namespace Internal Name Type C
= (B) order_Async_IN hitp:/iest.comiwsiabap ZWS_CO_CRDER_ASYNC_IN Consumer Proxy

Apply Selection

Details of Proxy Definition: ZWS_CO_ORDER_ASYNC_IN

Back fo search
Overview ~ Configurations | Details

| Create Logical Port |[ Delete Logical Port | [ Edit || Display |
Logical Port State Default Port Creation Type
| CREATE ORDER Active Manually Created |
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Create a program to call the consumer service.

With a consumer web service, we have to have a program to call it. Below is an example of an
ABAP program, created using SE38:

—*

*& Report ZWS CREATEORDER PI1
*&
*& ____________________________________________________________________

*&
*&
*& ____________________________________________________________________

— %

REPORT ZWS CREATEORDER PI1.

DATA: ZCREATEORDER TYPE REF TO ZWS CO ORDER ASYNC IN,
m_seq prot TYPE ref to IF WSPROTOCOL SEQUENCE,
m seq TYPE ref to IF WS CLIENT SEQUENCE,
1 wsprot type ref to if wsprotocol,
lv_seq TYPE SRT SEQ ID.

data: INPUT type ZWS ORDER MT

parameters: Order No(10) type c LOWER CASE.
parameters: Cust No(10) type c LOWER CASE.
parameters: Cust Nm(10) type c LOWER CASE.

input-ORDER_MT-ORDER NO = Order No.
input-ORDER_MT-CUSTOMER NO = Cust No.
input-ORDER MT-CUSTOMER NAME = Cust nm.

try.
CREATE OBJECT ZCREATEORDER
EXPORTING
logical port name = 'CREATE ORDER'.

* generation of the sequence protocol and the sequence
m seq prot ?= ZCREATEORDER-

>get protocol( if wsprotocol=>sequence ).
m_seq = m_seq prot->create persistent sequence( ).

*  start sequencing and get id
m_seg->begin( ).
m seq prot->set client sequence( m seq ).
lv_seq = m_seg->get id( ).
CALL METHOD ZCREATEORDER->CREATE
EXPORTING
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INPUT = input.

* end sequencing and commit work
m seg->end( ).
cl soap_ tx factory=>commit work( ).
write:/ 'Order Successfully Sent'.

CATCH CX AT SYSTEM FAULT
CX AT APPLICATION FAULT
write : 'Error during proxy call'.
exit.
ENDTRY.

Please note the parts of the program marked in red.
© ZWS CO ORDER ASYNC IN: the proxy name as it was create in SE80 above.
O ZWS ORDER MT: the ABAP structure containing the input data. This is automatically
created durirTg the proxy creation process.
CREATE ORDER: logical port name created using SOAMANAGER is a previous step.
CREATE: the operation name when we created the service interface in the ESR. You
can also see this name in the ABAP proxy as the method of the class.

o commit work( ): we must have this for asynchronous message processing.

4. Execute the consumer program:
a. OnaNW 7.11 consumer system:

e e
Create order on PI1
ORDER_NO (e 11
CUST_NO s
CUST_HM [testy

[= System’ Stalus

Program (screen) 45 CREATEQRD| | Installstion nwember (3026270562 & 13U (1) 002 P9 nspahaa? |06 | 1/

SAPKAT1183 Crozs-Agplication C:
Basis Component

SAPKST1163

t 500 EAPR-T11 3 Fiugan
oo 2005_1_710 0004 SAPKITLOJE 547 Sommon Tocks Plugn
m 2093 SAPMTI103  S4° Business Warshouse
Senver s verify system-info .
[=]
OD/—— o

-

Result on the provider system:
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Data Browser: Table ZTEST_ORDER

Dlizls =) BB &l [ <@

SEQ_MO|ORDER_ |CUST_MO|CUST_MAM
1 AL AbA AbA
20 W e
3 NW711 HL test1

Create order on PI1

@ !

ORDER_NO TG
CUST_NO [Xrg
CUST_NU iTESH
B/
|Usagedata ~ o
Cuant |29 'Tedsus logon (1218312690 99.54.15)
User  LIWI Logoa 11200712000, |08:43:28)
Linguage N Systemtme (085128
Timezone  (CST | 1195165
(S
| Repostory dats - : SAR Sysmendats ; s
Progam | 2o5_CREATEGRD!
s_ﬂl." — . nfrmatkon ram— -
GLN stabss SRRzl RRe
SAP_BASIS T06 D018 SAPKBTOO18 SAP Basis Component
TR PI_BASTS 2005_1_700 G016 SAPKIPYJTI  PI_BASIS 2005_1_700
Opersing 3 SAP_BW 706 D016 SAPKWTOU1E  SAP NetWeaver8I7.0
Platicem 1D
[ | # | XS]
Result on the provider system:
Data Browser: Table ZTEST_ORDER
Dzl =B | &= | ¥ 5=
SEQ_NO|ORDER__ |CUST_NO|CUST_NAM
1]AnA AAA AAA
2q W e
3 NWT L test1
4 NW700  |XR9 TEST1

4.3 Monitoring and Debugging

WS-RM has its own runtime time engine. Consequently, monitoring and debugging will include a set
of different tools in addition to the traditional ABAP and Integration Engine tools.
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In this section, we will describe some of the available tools.

In order to determine the tools, an overview of the message flow during WS-RM runtime can be
helpful. Although the diagrams below outlines the flow in Pl Integration Servier, it is also applicable to
application servers since the Integration Engine is also part of the ABAP stack.

Sending message from the network to WS-RM:

b Server

SAP NetWeaver Web Application Server

| JEES Application Server | ;' ABAP Application Server \

Advanced Adapter Integratlon Engme
Englne Cen pe

1 |
[ Modules Processor | | -2 ,@} == M!

ssauisng

- Messaging S | e © =4m e

Mapping Runtime _ i

)\

aulbu3 ssasold

Database

erating System

stwork adapter

Network
Network = ICM > WS Adapter > bgRFC > WS Adapter - Central Pipeline
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Sending message from WS-RM to the network:
g
Server
SAP NetWeaver Web Application Server

._';,'»' - -\ A— : v:"r’
JEES Application Server | ABAP Application Server
Integration Engin

Advanced Adapter

ssauisng

CaRre e egRrc

aubu3 ssao01d

Mapping Runtime

Operating System

Network adapter

Network

Central Pipeline > WS Adapter > bgRFC - Network (via HTTP Post)

Therefore, during our monitoring process, we can use the message processing paths indicated above
to determine the tools to use.

1. ICM: monitoring the ICM for incoming messages.
ICM can be monitored from either ABAP or Java:
o ABAP: transaction SMICM
From the main menu: Goto - Trace File - Display...

January 2010

33



How To... Develop, Monitor and Debug WS Consumer and Provider

=
| List Edit Goto Administration ASJava Settings System Help

& Trace File »  Display Al shifteFs 3 43 83 | R
e e

Trace Level 4 Display Start
ICM Mon - "
— | Parameters 4 Display End L
E Statistics » | Save Locally E @
IMemory Fipes 4 Reset
ICH Status| HostName Buffer | Security Log v
Restart ATi ; :
Semices Shift+F1 i
Trace Leve] — . L '
Created Wol Connections *B 7 258 [ Current / Peak / Maximum )
Connection] Release Motes Fg B [/ 5008 ( Current [ Peak / Maximum }
Queue Entri—— 2 (1088 { Current / Peak [/ Maximum )
HTTF Flugin 4
No. Thi 2 = Processed Request
i 1 7502 18.381 Available
] 2 GBog4 10.409 Available
] 3 5480 10.448 Available
] 4 7056 10.400 Available
] L 18.401  Running Administration
] B 5212 10.386 Available
] 7 9704 10.402 Available
] 8 8564 10.454 Available
] 0 6284 10,347 Available
] 18 7352 10.413 Available

The trace level can be changed using the menu:
Goto - Trace Level > ...

=
| List Edit Goto Administration ASJava Settings System Help
|@‘ Trace File ' Pa@ CRE D080 BHE
Trace Level 4 Set
ICM Mon ™<= - X
| Parameters v | Increase
©F  satstcs | Desresse
Memory Pipes » | Default
ICM Status Host Name Buffer 3 oo@
Restart ATl senices Shift+F1
Trace Leve - )
Created Wol Connections * 2 /258 { Current / Peak / Maximum )
Connectioni Release Motes Fg B [ 508 ( Current / Peak / Maximum )
Queue Entr|—— 2 /1088 { Current / Peak [/ Maximum )
HTTP Plugin ’
No. Thi i & Processed Request
i 17582 10.388 Available
| 2 B34 10.416 Available
L] 3 5480 10.456 Available
| 4 7056 10.488 Available
L] 5 /8520 10.4088 Available
| 6 5212 10.483 Available
L] f 8704 10.4088 Available
| 8 |8564 10.461 Available
] 9 G284 10356 Running Administration
0 1@ 7352 10.421 Available

e Java: http://<server>:5xx13 (Management Console)
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I SAP Management Console

IFiIe Taoals 7

IRl=EE)
= [ SAP Systemns
<~ B Pi
[ @ Database
=~ I DVEBMGSO0 on usphlrigl &
B# Process List

f Cpen Alerts
f Current Status
2" Queue Statistics
T Access FPoints
T AS ABAP WP Table
b g AS Java
E® Rle
= Thread List
W Connection List
&g Cache List
B Prowy List
8 Log Files
[ Computer System
[ B SCS01 on usphlriol 6

ﬂ Note

Please reference the following for the creation of administrator users with authorization to
view ICM from the browser:

http://help.sap.com/saphelp _nw70ehpl/helpdata/en/48/7f2d997df935e1e10000000a421
89c/frameset.htm

2. Transaction SXMB_MONI or SXI_MONITOR: This is the existing tool used to monitor
Integration Engine messages. From this display, we can get payload information.
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| Monitor for Processed XML Messages

’ 58 Deacios &2 Emee T g recagns || QNS5 (@ Restan [V |35 Eman |3 Emant & iensapes | (R
|

\

Number of Displayed XML Messages 1

al alwn] (¥ Blez|@r]]

XML Messages
) sumalior summEmcotesrrn Toam)  {EndTinm| Seos Conponerd Santer Hiamespace |Sescer e [ O {Feoewel Hiam 1R "
O7AE2000  17ARES JPS7 D NI LTINS D0 DINY_Aaynd
| |
TOLAAMUNESIage  Meg 0= 0919S2I200021 -
=S4 Hoquent Mesasge ( WE_BENDER | <xmi version="1.0" encoding="UTF-§" standalone="yes" 7>
= ] 004 Bamy <1 >
B somicascnnme

- <SOAP;Envelope

whttp:/ [ schemas. xmisoap.org/soap/envelope/”
xmibn “http:/ /sap.com/xi/ X1/ Message/30">
<SOAP: Header />

- <SOAP:Body >

xmmilny

- <nQiorder_MT xmins: nO="http:/ /test.com/ws/abap"
xming prx="urn:sap.com:proxy: XL1: /15A1/ TASIFO298BCE6862F «
« | ’
<?xml version="1,0" encoding="UTF-8* standalone="yes" 7> _]
<! -

- <nb:order _MT xmins:nl="http:/ /test.com/ws/abap’
xminsprxs"urn:sap.com:proxy:XLI: /1SAI /TAS2FO29BC6862FE3¢
<order_no>NW711</order_no>
<customer_no>XLI</customer_no>

<customer_name>testl</customer_name>
</nlorder MT>

o —o| . of

3. With SXMB_MONI or SXI_MONITOR, scroll to the right to display the columns “Queue
Sequence” and “Queue ID”. By clicking on the value of those columns will can get additional
monitoring information:

WS-RM messages are sent as sequences, where multiple messages can be sent in specific
sequences with guaranteed delivery. SOAMANGER'’s sequence monitor provides information
on errors during message processing. The messages can be restarted and terminated using
the monitor.

WS-RM is processed by the background RFC, therefore, monitoring the bgRFC is important to
get any additional details. The logging of successful asynchronous WS-RM messages is not
kept, which is why for successful messages, we do not see anything in the monitor.
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Monitor for Processed XML Messages
&2 isplay || @ Enor ICX |55 | [ Restant || 73] Bxvand | Expand Al wessages (2] | [S3](@][E]

L [

I Number of Displayed XML Messages 1

IR I S R ) e G
XML Messages

B Status|ack Statug] Fro_“{StartTi_ [EndTimelD Sequanc
”~ 07.122009  17.4256  17.42.57]|001968

Sequence Monitor: Sequence Overview

] )| &rermor | @€nd Sequences 11| Dstart Sequence | @ﬁﬁ]m [1]

One sequence selected

Monitor for bgRFC Units

Sl

P Init Type |Status |Change st |
3] | | Inbound

I [8) No data available for selection

ﬂ Note

bgRFC monitoring is also accessible by using the transaction: SBGRFCMON

These 2 displays will give us additional information of the message being processed. When
error does occur, the error details will be displayed.
4. Transaction SRT_TOOLS: This tool provides a centralized location for access to SOA runtime

tools.
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SOA Runtime Tools

=[] SOA Runtime Tools
= [] Monitoring
& Monitor for Processed XML Messages
do Sequence Monitor
&t bgRFC Monitor
&t Display Web Service Logging and Tracing
& SRTUTIL: Administration
= [ WS Configuration
.5”!': Display Web Service Runtime Configurations in Current Client
“ﬁ; Pending S0AF Runtime Configuration Tasks
‘% Extended Display of Service Configurations in Current Cllent
¥ S0A Manager
Vf& Integration Directory Cache
= [] Technical Configuration
.5'!1: Check Administration Environment of 304AF Runtime
“f./; Technical Configuration of 304AF Runtime
¥ bgRFC Configuration
= [] Testing Tools
i S0AP Runtime: Use Cases
i Report TEST_WS_SCENARIOS
= ) Other Tools
ai* ABAP Dump Analysis
&o Maintain Services

For monitoring:

a. Monitoring for Processed XML Messages: This is the same as the monitoring tool which
can be accessed using SXMB_MONI.

b. Sequence Monitor: This is the same tool discussed above.
bgRFC Monitor: This is the same tool discussed above.

Display Web Service Logging and Tracing: This tool monitors the messages and trace
information as defined by the configurations in “Technical Configuration of SOAP
Runtime”. The logging and trace level are configured there.

e. SRTUTIL: Display messages based on users.

5. Transaction SOAMANAGER —>Monitoring: The SOAMANAGER tool is a webdynpro application
which provides not only the administration tools of managing consumer and provider services,
as seen in the previous sections, but it also provides monitoring, logs and traces.
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SOA Management

Technical Configuration | Business Administration | Logs and Traces|  Monitoring

Message Monitoring
Monitor Your Messages.

Sequence Monitoring
Monitor Sequences.

a. Message Monitoring: This is the equivalent to SXMB_MONI.

b. Sequence Monitoring: This is also similar to the sequence monitoring in ABAP, as
mentioned above. However, it provides a little different user interface.

Web Service Sequence Monitor
System: Pi1 Client: 100 Server: usphirig16_PI1_00 /usphirig16 StartTime: Thu Nov 05 12:50:23 2009

Criteria Selection

| Start Search | Reset Critena |
General Criteria il
User Name Role L =]

Sequence Status

Start Date ! L0 Start Time 000000
End Dale 1 i End Time 12359359
Special Search Criteria (]

Component/Applic ation
Logkal Sequence ID
Technical Sequence 1D
Message 1D

Sequences Found
| Desate Selected Sequence | Close Selected Sequence | Restart Selected Sequence |

Number of Sequences Found 0

¢ Status Clenl Role Date Time ComponentApplication Logical Sequence D Technical Sequence 1D Statys Text

6. Transaction SOAMANAGER - Logs and Traces:

SOA Management

Technical Configuration | Business Administration| -~ Logs and Traces || Monitoring

Logs/Trace Viewer
Display all logs and traces.

Logs Configuration
Configure logs.

Trace Configuration
Configure traces.

This provides detailed message information based on the configuration in “Logs Configuration”
and “Trace Configuration”.

Example:
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Logs/Trace Viewer
Shom [N G [*  prom Lasthour = [Ga]
Foune Calls
Statys Tmestamp Clent  User Name  imderface Name Locxion B8 Preschedoed Communication Patiem Cwxiio
O Success  2000-1211175616 002 UW ZWS_CO_ORDER_ASYNC_N  Consumer X SOAP_RUNTINE_CONFIG 00198
54 @ Success 000121170616 002  UW 2WS_CO_CRDER ASYNC N Consumer X Method crame ool
| @ Success 2000-12-11 175616 002  UW Consumer X SEQUENCE_MANAGER 00108
| @ Success 2000-12-11 175617 002  UW IWS_CO_ORDER_ASYNC_®  Consumer Menod ¢ raate 00168
D Success L1147 0E1T 002 UW IWS_CO_ORDER_ASYNC_N A Consumer Method CreateSequence 00108
0 Success 2000-12-11137.5622 002 UMW Consumar SEQUENCE_MANAGER 00158
Call Detatis
Available Log Records )|
Statn Lovel Processor Name Stap Nama T
| @ sucess £rrors and Peclormance. SOAP Runfime Inftakzation of SOAP Cient Rurtime "
@ Success Eroms ana Pertomanc e SOAP Rurtime naazaton of SOAF Chent Rumtime o
@ Soceess £reors and Perfonmance SOAP Runtme Lrecumon of SOAP Cherd Rurtims =
@ Success Ertors and Performance SOAP Runtime Execuson of SOAP Client Runtime {F

7. ABAP Runtime Error: It might also be necessary to go to the runtime error log to determine the
problem.

ABAP Transaction: ST22
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=
Runtime Errors  Edit Goto  System Help

& 240 e CHA o0 BRI @

ABAP Runtime Error

Parameters
Standard
6  Runtime Errors
10 Runtime Errors

Own selection
Date 10/05/2060 =) to [ =]
Time |06:00:00| to  [00:00:00 E
Haost |—| to |—| E
Waork Process Index to E
User ’W' to |—| E
Client [ ] to E
To be stored |_| to E
Runtime Error to | | =
Program Mame | | =
Exception to | | =
Transaction ID | | =

These files were investigated for each runtime error:

CJwith Infarmation on Exception/Short Text of Runtime Error

[ ] The program affected

[JProgram and associated application components {long runtime)

[Juse old dump analysis

4.4 Use WSNavigator to Debug WS

Use WSNavigator to Debug WS:

1. Change trace level to “Debug” on for the packages:
com.sap.engine.services.webservices
com.sap.engine.services.wsrm
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[ VogidetautTrace_00 trc.

2. Execute the service using WSNavigator.

3. Go to the default trace in the Log Viewer:

Log Viewel

Show View 4 Custo
General 3
Cusfom View 3
Recently Used View »

SAP Logs (Java)
Last 24 Hours (Java)
Alert (Java)

Default Trace (Java)
Text Formatted Traces
Expert

Log Archives (Java)
Change Log
Standalone Log Viewer
Sys Logs (ABAP)

5

a. Enter in the filter for “Location” column:

com.sap.engine.services

Log Configuration: Java 1 Hstory, BackFoward  Help Log.Ont
Rejated Links ,
Show| Tracing Locatons _~ |
Tracing Locations Gl
0 igset Locanon | Copy fo Sutree | Copy To Fiterea Subtree | Detautt Conbguration |
- = Severty =
[~ LJROOT LOCATION @ Emor -
» JAutolog @ Emor -
|~ Ceom & Ermor -
~ sap @ Ermor -
| » dengine @ Error -
» Ciservices @ Ermor -
|~ Ciwebservices @ Emor =l 2
» 1 adaitions 2 ';'e
bt = bug
- » lespbase 2 Path Q
» Cdjam 9 info =
= Warning
Error =1
Fatal
Per Instance Configuration None
Destinations
Pattern Count Limat
20 10,485.760.
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b. Using SOAMANAGER:

i. In/nwa:

Welcome Li, William J VLA N
Operation Mansgement  Configuration Management  Avalabaity ang

Pertt danagement  Problem Managemerg
Technikai Config | Busi | Loqsand'lntﬂ
Monitoring

@ O BLAtpier Monomng 8 O PElBxkground Pcessing

2 [ Adapter Monitoring for Communication channets i used to call information G @ Use this application 1o scheduie jobs for various background
about communication channels that are set up for the selected Adapler processing tasks such as archiving messages that have beer
Engine. and 10 administrale these channeis. processed successtully or eated,

@O BN Manitor: Celeting messages that are not 10 be archived restan messag

errors and

Q@) Message Monitonng appikaton in local NefWeaver Aoministrator can te
used for Quenying messages and CoMesponding detals avalable on the
current Lava Web AS

ii. InABAP:
TX: ST22
To examine the dumps (if any) generated by the WS call.

TX: SE38 - report SRT_ADMIN_CHECK
To determine any missing WS configurations.
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c. Where to monitor?

Sender System:

SXMB_MONI (aka SXI_MONITOR)
Use the default display:

l@' Choose layout & /]
Layout sefting (Al )
Default setfing
K%

; R g e — DA Sk A M IAI T8 - SETIC. () 6] TG g e 14T
=7 P e - : o AT SERIALT e Nhek
2018 DDID Terewi s anrewces €500 B IS s T O6ED 08 STC (01 INAAOE LS ST MOEE0 R

This display will provide the Queue/Sequence id and the queue name/ID:

d. From the sequence ID, we can get to the Sequence Monitor, where we can get additional
information about our message. We can also examine errors and start/end the
sequence.

Sequence Monltor: Sequence Overview

[Created By | Croated At | Qe Name |Quewe Status
@ Consumer 001988220002 10EEABASIDARIESIIINE LIW :2009:2009 211051 SRTOC_0010RRZZM0TDEEAL READY

e. From the Queue ID, we can examine the bgRFC queue where is message is processed.
The Queue ID will indicated is our message is waiting in the queue and the reason it
might be stuck.

Monitor for bgRFC Units

=~ & Inbound
| Mo data available for selection
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In addition to monitoring the message from the ABAP stack, we can also monitor the
message from SOAMANAGER in the web browser.

In SOAMANAGER, select Monitoring = Sequence Monitoring:

SOA Management

Technical Configuration | Application and Scenario Communication | Logs and Traces . Monitoring

|
Message Monitoring
Monitor_Your Messages

sequence Moaitoning
Menlinr SeaUens s

(Message Monitoring is a link to the ABAP’s SXMB_MONI.)

In SOAMANAGER'’s Sequence Monitor, we can copy-n-paste the Sequence ID from
SXMB_MONI, or any other search criteria:

Web Service Sequence Monitor
System: XLI Client: 002 Server: nspah227_XLI_27 Inspah227 StartTime: Sun Sep 13 17:21:56 2009

Criteria Selection
| Start Search [ Reset Criteria |

General Criteria [F
User Name: | | Role: [ [~
Sequence Status: | |'|
Start Date: [29.09.2009 [ia] Start Time: [00:00:00 |
End Date: [29.09 2009 izl End Time= 235959 |

Special Search Criteria =

Component/Application: | |
Logical Sequence ID:  |0019BB2200021DEEABAS9DE9344

Technical Sequence 1D: |

Message ID: |

Sequences Found

| Delete Selected Sequence || Close Selected Sequence || Restart Selected Sequence |

Number of Sequences Found: 1
E. Status Client Role Date Time Component/Application Logical Sequence 1D
W] 002 C 29.09.2009 21:1851 LOCAL_ 0019BB2200021DEEABASODGEO34531305

From here, we can delete, close or restart the sequence. We can also examine
additional detail about the sequence:

Te
00
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Sequence Details
| Seque EORA), essages | Events

Sequence Details i
Logical Sequence !
Craated OVAL 20.00.2000 2118.52 Cremen By um
Logical Sequence IO 001688220002 1DEEABASODEG4531305 | Destination WS_SERWCE 1DECAFESFBDS S
Queye Name SRTQC_DOT1RBEZ200021DEEABASONGIN Doman Name MY_GLOBAL DOMAIN
Queue Status Code Ho queue status code exsts Sequence Execulion Status (In process
Sequence Use Case ‘Standard Sequence Process Mode  Remoe Process Mode
Sequence Error Type No Errors
Sequence Status Sequence open
Sequenca Type Type managed by appicabon
Queue Jatus Queue Satus Created Queue State
Quaue Compeetion Statys:  Statas Sequence Open
Technical Sequence l
Executed On. 20002000 |

Receiver System:

Similarly to Sender System, SXMB_MONI and SOAMANAGER can be used to monitor

the messages.
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